
Introduction

There’s a dirty little secret hidden in the blind spot of every job search—job scams. The purpose of this 
whitepaper is to educate job seekers on how to distinguish real job postings from job scams on the 
internet. While looking for a job online can be frustrating, even daunting at times, our goal is to make the 
job search process as safe and effi cient as possible for you, the job seeker. Here at LinkUp, we aim to 
provide the knowledge necessary to simplify your job search process by addressing the ways in which to 
identify potential scams, as well as the ways to make you less vulnerable.
 
When the big recession hit in 2008, the number of job scams increased. People lost their jobs and began 
searching for almost any way to earn an income. Their desperation was a major contributing factor to the 
rise of job scams. Scammers were aware of how frantic the unemployed became and used this to their 
advantage. They also used the convenience of the internet to spread their scams far and wide, targeting 
all audiences. While the recession is in recovery, not all of the effects of it have nor have the scams. Job 
scams remain prevalent today and it is likely they will not disappear. Our goal at LinkUp is to make you 
aware of the different scams that are out there and protect yourself from them.

What is a job scam?

Job scams, also known as employment fraud, are designed to take advantage of those seeking 
employment. Job scams range from work-from-home scams to Ponzi schemes. Some job scams are 
more familiar than others, but essentially job scams intend to steal personal and fi nancial information, 
money or your identity.

Who are the targets of job scams?

Scammers prey on those who use the internet to actively search for a job or a way to earn an income. 
The targets of employment scams are usually those who are unemployed and desperately seeking a 
job. Job scams tend to occur during periods where unemployment rates are high. While those who are 
scammed are primarily people with limited education and the need for a job, 
these are not the only people who are scammed. 
Some college students’ parents are willing to 
pay a fee if it means fi nding their child 
a job and getting them on their feet. 
One CFO even spent over 10,000 
dollars on a service in an attempt 
to locate a job, but it turned out 
to be a scam.1  Approximately 2.5 
million Americans are victims of 
job scams each year.2
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Other job sites...

Other job sites...

Enter your contact information to view and apply to openings near you. 

Registered Nurse Jobs - Find Job Opening
www.fi ndtherightjob.com/  Apply For a Position Today!

How do job scams occur and what are some examples of them?

With technology rapidly expanding, most job seekers are using the web as a key component in their 
search process. Because there are numerous job search sites, as well as countless postings on each 
respective page, it can be tricky to identify a scam amongst the postings. Job scammers are aware that 
those using job search sites are people seeking jobs and ultimately, compensation. Scammers mislead 
these people, hoping they will fall for their scams and relinquish personal information or money. Some 
of these sites are unable to fi lter out all of the scam postings. It is important in the search process to 
use the most reliable job search engines and educate yourself as to what kind of postings are allowed 
on their site.

Lead generation sites

Lead generation sites are often the culprits behind job scams. Lead gen sites are a marketing tool 
intended to generate interest from consumers. However, lead gen sites are typically negative as they 
pertain to the job seeker. When you are searching for a job you often fi nd postings that appear to be 
legitimate. Both the title of the job posting and its description make it sound like a real job, but many 
of these lead gen sites are designed as bait to obtain your contact information and sell it to marketing 
companies. These sites are not using your information to help you get a job; they are using it to profi t 
from you. Be wary of sites that ask you to fi ll out personal information or require registration prior to 
gaining access to job descriptions. The information you provide may be sold to another company and 
you will end up without a job.



Pyramid and Ponzi schemes

Pyramid and Ponzi schemes are other types of job scams. Along 
with lead gen sites, these schemes may appear to be a valid 
method for building an income. They are designed with different 
models, but the main point is to make money by continuously 
recruiting people to partake in the program. These schemes 
are closely related in that they are built around the 
recruitment process. Pyramid schemes require that 
those involved buy more of a product than they can 
possibly sell. Ponzi schemes typically do not have 
any real products to sell. Some of these schemes 
might require that you sell information sheets or 
stuff envelopes, but neither type of scheme is 
focused on selling a product. They want to 
make money by signing up recruits.

Reshipping scams

Reshipping scams are created to seem like a job offer. The scammer builds a relationship with the victim 
similar to the relationship between a real employer and employee. After establishing trust, the scammer 
sends a package to the victim. This package must be reshipped by the 
victim to a different location. The package itself is most likely stolen 
property and the company asking you to ship the item is trying to 
send it out of the country illegally. you should not accept packages 
from people you do not know. Even if you have received the 
stolen merchandise, do not send it. Contact Postal Inspectors 
to help you safely return the stolen items to the correct place.3   

Phishing

Phishing scams are sites or emails that 
contain malware intended to steal your 
identity. These websites often require 
you to fi ll out personal information on a 
webpage, which leads to identity theft. 
These emails and sites are disguised as 
banks, government agencies and other 
well-known sources.4 However, these 
are actually scammers. Do not provide 
confi dential information over the 
internet or by email.
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                   While it is not always easy to identify a job scam, 
                      we want to educate you on what to look for so you 
                        do not become a victim of a scam. Below are some 
                          warning signs that the job you are considering is a scam.

 The job posting mentions “work-from-home” as part of its description

Many scam postings list “work-from-home” as part of the job description or job title to appeal to you 
– the job seeker. There are plenty of parents trying to take care of their children while simultaneously 
generating an income, so a work-from-home job is an ideal option for some. Other similar work-from-
home scams might include stuffi ng envelopes or assembling kits, entering data, shipping packages or 
posting ads. While some work-from-
home jobs exist, there are not many and 
“work-from-home” will not be listed 
as part of the job title. People want to 
believe that they can supplement their 
household income while working from 
home, but these are job descriptions 
that you will mostly want to steer clear 
of when searching for a job.

 You are required to provide 

personal information or a 

photograph of yourself before 

submitting any other information

Most job scams are trying to steal your 
money or your identity by obtaining 
passwords or credit card information. 
Postings that require you to send them 
personal or fi nancial information before being interviewed or hired are likely to be a scam. Avoid job 
postings that request your social security number, credit card information, bank account information, a 
photograph of yourself or other personal information. These scams are phishing scams. Once you have 
been hired, employers will need your social security number for compensation reasons. However, this 
information should not be required on applications. Your social security number is private, and by giving it 
out, it can be used to open credit cards in your name and steal your identity. 

What are the signs it’s a scam?

EARN $$$$ 

WITHOUT LEAVING 

YOUR HOME

Make $1000 a week!

No experience necessary

Call 1-800-555-SCAM

to get started

THIS COULD 
BE YOU!SELL, SELL, SELL

Just buy our 
start-up kit 
and start 
selling!



 You are asked to provide payment in order to begin your job

Employers typically do not require payment from their employees for hiring, training or sales materials. 
Any posting that mentions a fee as a part of the hiring process or to receive a start-up kit is likely to be a 
scam. You should not being paying your employer in order to begin working and earning compensation. 
These scams will take your money and you will never be hired nor will you ever receive a start-up kit. 
Avoid these postings.

 You are offered a job without submitting a resume, application, or having an interview

Think about this warning sign logically. If you had your own company and you were seeking new 
employees, would you hire someone before receiving their application? Probably not, nor would most 
employers. Valid employers are seeking employees with the correct qualifi cations for the job, including 
education and experience. These kinds of scams sometimes send emails and leave voicemails (after 
obtaining some of your contact information from something you fi lled out on the internet) where they 
explain how they have “the perfect job for you.” Most of the time, these are not legitimate jobs or they 
require a whole lot of work on your part to make a small sum of money.

 The job promises amazing things and high compensation

If the job sounds too good to be true, you are probably right. Most employers are not offering $100 per 
hour for working from home and stuffi ng envelopes. High compensation is often a ploy to lure you in and 
cajole information from you, especially your fi nancial information.



It is important to be wary when conducting a job search on the Internet. It is never a bad thing to be 
cautious when job hunting. If something seems like it is a scam, investigate it further before providing 
any of your personal information. Below are some tips as to how you can protect yourself from a scam.

Do your research. Go to the website of the company that is affi liated with the 
job and see if (A) there is a website and (B) if the job in question is posted to that

site. If you cannot locate their 
website, use a search engine to fi nd 
some more background information 
on the company and position. You 
should also search to see if the 
job posting is a scam. Type in the 
company name followed by the word 
“scam” to see if there is information 
as to whether the post you are 
looking at is a well-known scam.

  

Pay close to attention to detail when you locate a job post 
affi liated with a large corporation that seems legitimate based on 
title and description. Does the job posting have an email address 
affi liated with it that does not have a domain name that matches 
the company? If the email address appears as though it could be 
someone’s personal email or does not match up with the company 
name, try sending an email requesting more information about the 
position or the company before you provide them with any of your 
personal information. Also, fi nd out if the company lists an address 
or phone number. If they are not listed, be cautious.

Provide as little information about yourself over the internet. You do not want these companies to divulge 
your private and important information to third parties or commit identity theft.

Tip #1: Research

How to protect yourself from a scam while job searching

Tip #3: Provide minimal contact and personal information

http://www.google.com/search?q=U.S.

USPS Delivery Failure Notifi cation - Scam R

You’ve Got Mail: USPS Phishing Scheme - B

Tip #2: Look for the small but important details about the company



It is critical to protect your computer. If you do not have 
anti-virus software installed on your computer, install it now. 
Viruses come through the internet and are often set up to steal 
your personal information. There are many cheap and free 
anti-virus programs that are easy to install on your computer. 
It is also essential to back up your computer and save your 
important documents in case malware harms your computer.

Passwords secure important accounts, whether your bank 
account or your email account. Passwords are meant 
to protect you from having your personal and fi nancial 
information discovered by those who should not have 
access to it. Never send emails to employers with 
passwords for your personal accounts. Do not save your 
passwords somewhere on the internet. 

Don’t apply for a job that you feel uneasy about. Call or email the company who posted the job 
requesting more information before providing them with any of your personal information. It 
is better to be safe than sorry when it comes to your personal and fi nancial information.

We know that it is tough to discern a real job from a job scam, but 
the key to avoiding job scams is being educated and aware of 
them. If you are uncertain of the integrity of a specifi c posting, 
do more research. It never hurts to spend a little more time 
researching a job if it means protecting your personal and fi nancial 
information, as well as your reputation. Of course, we recommend 
our site for job searching as a solution to avoiding job scams.

Tip #4: Protect your computer

Tip #6: Trust your instincts

Tip #5: Be careful with your passwords

In Conclusion

 Protect Your Computer  

 Use an internet fi rewall

 Keep Windows Updates current

 Install and update antivirus software

 Protect yourself from spyware

 Backup your personal data regularly

Test the strength of your password:

Password:

Strength:

* * * * * * * * ** *



Nick Corcodilos, a well-established headhunter and the creator of the Ask The Headhunter website, 
provides some of the best advice to job seekers. His main advice to job seekers is to cut out as many of
the middlemen as possible. When applying for jobs, you should deal with the company itself to avoid 
scams and frustration. Job boards involve middlemen and that is how they generate a portion of their 
revenue. Think of the times where you have been repeatedly redirected to different sites after clicking on 
a job posting; somewhere along the line you probably accessed a different job board or site.

Job boards can be diffi cult to use as a job seeking tool. Some of the jobs 
are not real, some are outdated and others are posted by recruiters. While 
you can browse for jobs via company websites, Corcodilos has a different 
recommendation for job seekers: LinkUp. He says that LinkUp is great 
at cutting out the middleman and bringing you valid job search results.5  
Corcodilos’ fi nal tip to job seekers is to stay away from sites and recruiters 
that require you to pay for their services. To learn more from Corcodilos 
about job scams, read “Book 2: Avoid Employment Scams, Ruse and 
Rackets” in his book Fearless Job Hunting. 

Ask an Expert

LinkUp is the fastest-growing job search engine on the web. 

Our mission is to provide job seekers with the purest, most effi cient, 
most relevant and rewarding job search experience imaginable. Online, 
or on the go. Unlike job search boards and aggregators, we drive real

job seekers directly to real jobs on real employers’ web sites. No hoaxes, scams or hurdles. 

For a sea of hungry (but frustrated) job seekers, LinkUp is a direct route to incredible employment 
opportunities that match your particular skill set. That’s why we say it’s time to search with your eyes 
wide open. Find us online www.linkup.com.

About LinkUp
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